HTTP #J%



B

2008 - 2011, @ Baidu
2011 -7, @ 360

quauangyu@360.cn

3?7&1“2 S ':l:__ -

W
http://www.Imgugu.com



http://www.imququ.com
mailto:quguangyu@360.cn

FHABTE NI

KRN EI A IATR?






—LSs ‘. SN2 -
Oc \ . ',' “,‘}*J,"‘.lbl- '
~..>’~.__ ~ \ " | |' - ‘_.--""---“'--. s "'_---‘_‘i"_‘;&;‘\—i'ﬁ:“, - '
-\ | [ .- E= Symfony;lend
— ) —a@tP Dango
Yo

S . '\S‘ ) . . 1 ) -l \
Pens,,.. > Mg N > Rl
Clal ™~ e, N T % ICa\'\\' S .
— oy ‘s, —— N —_— \ L — 'rtl-a.}_;l _
— . ﬁ__ - (B - |
| > \ bn J - ) ' ‘______--""_-- ‘ | ———
o g - — Comet [ JQuery
\ |1
. soundManager

o \.“/ ASTRA, ...

|, XOX T ——
O —
~ ' RSS/ATOM '-_A_
’RDFXSPF P _‘W‘
¥ - , - - —
MEE /e ) SRF/CSRF,Caja

'--__—JJSONP(‘]SC_)}\-J‘__'»4___ ' /
~— YSlow,Smushit,'if%Rules

e ﬁa :_.. . ‘," .l' “}‘ ‘ .',I ',“ —
. YAP B
|\ N "FB0
SS SearChM
e —— O(]key

£ 6/7/8 :

rirefox

_-.---;)'me ‘. ‘\Q‘“E/E’LD| ;
."' ‘ '

Goog\e Chr

£\



.,.J. .J,,JJ_J}J)).JJ.J
Ny A B OB ®

vV wvwweww!

~ A\

..............



— N 1L

AU Vi

front-ena TR SN

)/)2]’
=<’
SE

AR SN




HTTP

HTTP N B EMY ;
EXN T 22 %e 118 RS Al SER A4S I 154
X : TCP/AP;

l ,

Client Server




B EBERHTTPARS

oython -m SImpleHT TPServer
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<method> <request-URL> <version>
<headers>

<entity-body>

l <version> <status> <respon phrase>
<headers>

<entity-body>




URL

<scheme>://<user>:<password>@<host>:<port>/

<path>;<params>?<query>#<frag>

http://<host>:<port>/<path>7<query>#<frag>

ftp://<user>:<password>@<host>:<port>/

<path>;<params>
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o 200 ke

o 301 Moved Permanently
o 302 Found

e 304 NotModified *

e 401 Unauthorized

o 403 Forbidden

o 404 NotFound?”

® 500 Internal Server Error

o 501 NotImplemented
o 502 BadGateway ”



Header 9325

1#

e Date: Tue, 3 0Oct 1974 02:16:00 GMT
® (Connection: close

K

o User-Agent: Mozilla75.0 (Linux; U; Android 4.0.2; en-us;
Galaxy Nexus Build/ICL53F) AppleWebKit/534.30
(KHTML, like Gecko) Version/4.0 Mobile Safari/534.30

® Accept: ™/




Header 9325

M) foz
® Server: Nginx
e |[ast-Modified: Thu, 16 Oct 2014 10:15:16 GMT

KR
e (Content-Type: text/html; charset=utf-8
e (Content-Length: 100

& (HEX)
o X-Powered-By: thinkjs-1.0.4 / X-Cache: hit
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REN LB

telnet www.so.com 80
~

GET /HITP/1.1
Host: www.so.com

™




HTTPIME LR

® \Nireshark

e Fiddler

® [rebug for Firefox
e Chromeffza=&T1
o E8+EHHHIHAE




HRIEHTTPigXH LB

e telnet / curl
e [iddler”
® [amper for Firefox

® Postman for Chrome *



HTTPSC R

o GEl/IESE

e (CookKie

e Accept-Encoding / Content-Encoding
o Keep-Alive

® [ransfer-Encoding

o EfF



" User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.9; rv:

GET/POST

SET /search.htmi?s=hello HTTB/ 45
“Host WWW.imgugu.com

23.0) Gecko/201 00101 Flrefox/23 O 3

‘User-Agent: Mozilla’4.0 (compatible; MSIE 6.0; Windows NT
15.1; SV1; .NET CLR 2.0.50727; .NET CLR

/admin/ HTTP/1.1
'Host: www.imguqu.com

3.0.4506.2152; .NET CLR 3.5.30729)
Content-Length: 27



http://www.imququ.com/

GET/POST

o PHP FRu{a4biE GET
o PHP Hui{a[4bIE POST

- m B

® '14:1 /A7b"
o UNAAMIE[REIR POST £U#E
o THME $ GET. $ POST Pz &

7R HME IRy POST 1R 3ZEHE L I\



http://www.apple.com

Cookie/Session
GET / HTTP/1.1
Host: m.so.com
| Connection: keep-alive

: MSO_Index_mode=xuancai;
_guid=34870781.3073803881376862000.1412747925616.8
699 |

— — = S

‘HTTP/1.1 200 OK
‘Server: nginx/1.2.9
'Date: Wed, 08 Oct 2014 05:59:59 GMT
Connection: keep-alive

: PHPSESSID=s4mhgotbdbg9uh917lu8d5bub5;
path=/
Content-Encoding: gzip

|

I = - — mm_——




Cookie

<?php

$times = 1;

if (empty($_COOKIE['times'])) {
setCookie('times', $times):

} else {
¢$times = intval($ COOKIE['times']l) + 1:
setCookie('times', $times):

}

echo '"& ' .$times. ' Yxihjg':
7>



Cookie

74 -
74 S

v Request Headers view parsed y, ‘§
GET /test/cookie.php HTTP/1.1 k\\\
Host: test:8080 é;5>, .
Connection: keep-alive /0.7 ,

Cache-Control: max—age=0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Linux; U; Android 4.0.2; en-us; Galaxy Nexus Build/ICL53F) AppleW
ebKit/534.30 (KHTML, like Gecko) Version/4.0 Mobile Safari/534.30
DNT: 1
Accept-Encoding: gzip,deflate,sdch
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6,en;q=0.4,ja;q=0.2,de;q=0.2,zh-TW;q=0.2,cs;q=0.
2,pt;0=0.2

v Response Headers view parsed

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

Date: Mon, 03 Nov 2014 14:28:40 GMT
Content-Type: text/html

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.16

Set Cookle times=1 |
| EETSUn, 02 Nov 2014 14:28:40 GMT
Cache- Control no—-cache




Cookie

-

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Linux; U; Android 4.0.2; en-us; Galaxy Nexus Build/ICL53F) AppleW
ebKit/534.30 (KHTML, like Gecko) Version/4.0 Mobile Safari/534.30

DNT: 1

Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6,en;q=0.4,ja;q=0.2,de;q=0.2,zh-TW;q=0.2,Cs;q=0.
2,pt;0=0.2
Cookie: times=1

et T~ e e v/ BN

esponse Headers
HTTP/1.1 200 OK
Server: openresty/1.7.2.1

Date: Mon, 03 Nov 2014 14:28:45 GMT
Content-Type: text/html

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.16
Set-Cookie: times=2

BEP TP ——

NOV 2014 14:28:45 GMT

v Request Headers view parsed / .
GET /test/cookie.php HTTP/1.1 S 1;( e
Host: test:8080 \\.V 4;5;~.‘i;
NIy,
a ~ %

vi view parsed

S >
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Cookie

v Request Headers view parsed

|
|
51
d__q11P3JXroSco3S%2528TCnoS7xr22Fy7PrHFoYvGV%ZSZFOlOell

GET / HTTP/1.1

Host: m.so.com

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, lik

e Gecko) Chrome/38.0.2125.111 Safari/537.36

DNT: 1

Accept-Encoding: gzip,deflate, sdch

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6,en;q=0.4,ja;q=0.2,de;q=0.2,zh-TW;q=0.2,cs;q=0.
DL Q=Y

Cookle gu1d 122822935 4342501537436183600 1414647687246 2825, stc mso_ home c99216b6bc2d

; stc_result=126ble5815ab; stc_sim=112ffb4f8e73; stc_sim_result=00594e199323; mso_map_xyt

12967728_4863452_1414742190833; stc_sim_home=aele87d7ec39; crypt_code=EnYS58WDBBknaN4yS1Dhb

Cookie # KK, EAM?




Session

<?php
session_start():

if (empty($_SESSION['times'])) {

¢ SESSION['times'] = 1:
} else {

¢ SESSION['times'] = $ SESSION['times'] + 1:
}

echo 'S¢ ' .$ SESSION['times']. ' &xifla':
>



Session

v Request Headers view parsed

GET /test/session.php HTTP/1l.1
Host: test:8080
Connection: keep-alive
Cache-Control: max-age=0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, 1lik
e Gecko) Chrome/38.0.2125.111 Safari/537.36
DNT: 1
Accept-Encoding: gzip,deflate,sdch
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.6,en;q=0.4,ja;q=0.2,de;q=0.2,zh-TW;q=0.2,cs;q=0.
2,pt;q=0.2
v Response Headers view parsed

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

Date: Mon, 03 Nov 2014 14:34:29 GMT

Content-Type: text/html

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.16

Set-Cookie: PHPSESSID=ph@v6filums4t93cuhqi2allq/; path=/
;x]_ 58G un'"w -ﬁ' V7V T ST WA Ml e
Cache-Control: no-cache
Pragma: no-cache
Content-Encoding: gzip




Cookie

® path

e domain (hostonly?)
® expires (max-age)
® Ssecure

e nttponly

¥ RIEE: REFAEHERHostOnly Cookie



http://www.apple.com

Accepi-Encoding
Content-Encoding

J /)N Y 25 1% i DR/



AE / CE

v Request Headers view parsed

GET /static/5d@cb4bd42d5cb6e/zepto_1.1.2.js HTTP/1.1

Host: s9.ghimg.com

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, 1lik
e Gecko) Chrome/38.0.2125.111 Safari/537.36

DNT: 1

e, sdch

0.8,en-US;q=0.6,en;0=0.4,ja;q=0.2,de;q=0.2,zh-TW;q=0.2, cs; q=0.

v Response Headers view parsed

HTTP/1.1 200 OK
Expires: Sat, 12 Oct 2024 23:52:15 GMT

Date: Wed, 15 Oct 2014 23:52:15 GMT

Server: nginx

Content-Type: application/x-javascript
Content-Length: 10158

Last-Modified: Fri, 12 Sep 2014 12:48:44 GMT
ETag: "5412ebac-27ae"

Cache-Control: max—-age=315360000
Content-Encoding: gzip

s S




AE / CE

Name

Path Method

—— | s?7q=%E5%BC%BINES%BO%E4%E 7968 9%88%E6%. .. CET

'-w-'|
zepto_1.1.2.js

ET
s9.ghimg.com/static/5d0cb4bd42d5cb6e G

| t014ca8e8722cfeleb8.jpg

. GET
E_' p0.ghimg.com/dmsmty/240_168_80

= [01ladbffcf2b6b1929f.jpg

: p4.ghimg.com/dmsmty/240_168_80

Type

text/html

application/x-javascript

image/jpeg

image/jpeg

Size > Content or Content > Size ?

Size v
Content

14.8 KB
48.5 KB

10.4 KB
27.5 KB

5.4 KB
4.8 KB

5.1KB
4.6 KB




Keep-Alive

B> TCP ZE#=H$H




Keep-Alive

~ : $telnet 127.0.0.1 8080
Trying 127.0.0.1..
Connected to Iocalhost

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

Date: Mon, @3 Nov 2014 15:02:15 GMT
Content-Type: application/javascript
Content-Length: 10

Last-Modified: Mon, @3 Nov 2014 15:02:01 GMT’

Connect1on Mkeep\allve
g ! ; o 5 =5
Expires: Sun, 02 Nov 2014 15:02:15 GMT
Cache-Control: no-cache
Accept-Ranges: bytes

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

Date: Mon, @3 Nov 2014 15:02:37 GMT
Content-Type: application/javascript
Content-Length: 10

Last-Modified: Mon, @3 Nov 2014 15:02:01 GMT
Connect1on close

Exp1res Sun, 02 Nov 2014 15:02:37 GMT
Cache-Control: no-cache
Accept-Ranges: bytes

var a = 1;Connection closed by foreign host.



Keep-Alive

5tT_“-E§J

o ln

/| /

A0

I EES!

CP Y2 X15°K,

/\211-

~ ¢ $telnet 127.0.0.1 8080
Trying 127.0.0.1...

Connected to localhost.
Escape character is 'A]’.

GET /test/index.js HTTP/1.1

Host: test

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

PN

Date: Mon, @3 Nov 2014 15:02:15 GMT
Content-Type: application/javascript
Content-Length: 10
Last-Modified: Mon, @3 Nov 2014 15:02:01 GMT
Connection: keep-alive



Keep-Alive

RE T RUHIBITF

~ : $telnet 127.0.0.1 8080 ~ : $telnet 127.0.0.1 8080

Trying 127.0.0.1... Trying 127.0.0.1...
Connected to localhost. Connected to localhost.
Escape character is 'A}’. Escape character is 'A]'.
GET /test/index.js HTTP/1.1 GET /test/get.php HTTP/1.1
Host: test Host: test

HTTP/1.1 200 OK HTTP/1.1 200 OK

Server: openresty/1.7.2.1  Server: openresty/1.7.2.1
Date: Mon, @3 Nov 2014 15:02 Date: Mon, @3 Nov 2014 15:
Content-Type: application/ja Content-Type: text/html

Content-Length: 10 Connection: close

Last-Modified: Mon, @3 Nov 2 Vary: Accept-Encoding
Cannacd+t1mane baoam Al 1w Y¥-Powered-Rv: PHP/S 5§ 1A




[Transter-Encoding

ItHREREFIAR




Transfer-Encoding

GET /test/index.php HTTP/1.1
Host: test

HTTP/1.1 200 OK

Server: openresty/1.7.2.1

Date: Mon, @3 Nov 2014 15:25:01 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive

Vary: Accept-Encoding
X-Powered-By: PHP/5.5.16
Expires: Sun, 02 Nov 2014 15:25:01 GMT

Cache-Control: no-cache
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Result  Protocol Host  URL
200 HTTP www, baidu.com |
200 HTTP wiww, baidu,com  fimg/baidu_sylogol.gif
200 HTTP wiyw, baidu.com  fimg)iZ.png
200  HTTP wiww . baidu.com  Jfjs/bdsug.js?v=1.0.3.0
200 HTTP gimag.baidu.com Jimg/gs.qif

200 www,baidu.com Jcachefhps/js/hps-1.0.js

Result  Protocol Host  URL




F515 5K 5 Ctrl+F51EK

Result  Protocol Host

200 HTTP www,baidu.com [
304 HTTP W, baidu.com  fimg/baidu_svlogol.qif
304 HTTP wiww, baidu,.com  Jimg/iZ.png
304 HTTP gimag.baidu.com fimajgs.qif
HTTP www, baidu.com  Jjs/bdsug.js?v=

www, baidu.com  fimagfarr.aif

Result  Protocol

wiyw, baidu.com  fimg/baidu_svlogol . qif
wiww, baidu.com  fimgfiZ.png
qimg.baidu.com JimagJ/gs.aif

wiyw, baidu.com  fimajarr.qif

www, baidu.com  Jjs/bdsug.js?v=1.0.3.0

www,baidu.com Jcache/hps/ijsfhps-1.0.js




Last-Modified
HTTP Request and Response

1. Browser Request 1KB d 2. Web Server Finds File
GET /index.htm| HTTP/1.1 ‘_,'/ Jvar/www/_._findex.html

o 2 WebfR 4585

Web.gif HTTP/1.1

I 3.Server Response
HTTP/1.x 200 OK

: ¢ 100KB -
4. Browser Displays Page <html>._ Last-Modified : ......
</html> €

If-Modified-Since : ......
>

HTTP Cache: Last-Modified

304 Not Modified
<€

GET /logo.png HTTP/1.1
If-Modified-Since: Mar 16 2007

&\/ Jvar/www/.../logo.png

1. Browser Request J ,

\ 2. Web Server Finds File

Checks
_ Date

3.Server Response
4. Browser Loads Page From HTTP/1.x304

Cache \!& Not Modified




HTTP Request and Response

1. Browser Request 1KB . 2. Web Server Finds File
GET /index.htm| HTTP/1.1 \—/ Jvar/www/ .. findex.html

o o 2% WebfR 4523

Web._gif HTTP/1.1

I 3.Server Response
HTTP/1.x 200 OK

: . 100KB
4. Browser Displays Page <html>_.
</html>
\J Elag: i

€

[f-None-Match: ......

HTTP Cache: If-None-Match >

304 Not Modified

1. Browser Request . _ . ) ¥
GET /logo.png HTTP/1.1 | 1KB ) Z/V\erime“rr/er;m%s File
If-None-Match: ead145f .flogo.png

3.Server Response
4. Browser Loads Page From HTTP/1.x304

Cache '\,& Not Modified




Expires

HTTP Cache: Expires

1. Browser Request
GET /logo.png HTTP/1.1
Expires: Mar 20 2007

'

Within
Expiration

2. Browser Loads Page From




Cache-Control

Cache-Control: max-stale
Cache-Control: max-stale =

<S>

Cache-Control: min-fresh=

<S>

Cache-Control: max-age =
<S>

Cache-Control: no-cache
Pragma: no-cache

Cache-Control: no-store

Cache-Control: only-if-
cached

B B
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o TLLEXY HTTP Rz fhiE IP A”?
o POST IEKEHZREA?
o HTTP/1.1 AWML ug? AN{AIL{L?
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o FZAEYE HTTP FRE AV IEK/ MRk ;
o THEHTIP/A.05 HTTP/A.1 X 7I;

o /E— HTTP Client, W FZ(5s;

o T SPRY (HIIRP2.0) ;
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